
 
 
 
Committee: 
 

AUDIT COMMITTEE 

Date: 
 

WEDNESDAY, 21 JANUARY 2015 

Venue: 
 

MORECAMBE TOWN HALL 

Time: 6.00 P.M. 
 

A G E N D A 
 
 
1. Apologies for Absence  
 
2. Minutes  
 
 Minutes of meeting held on 17 September 2014 (previously circulated).    
  
3. Items of Urgent Business authorised by the Chairman  
 
4. Declarations of Interest  
 
 To receive declarations by Members of interests in respect of items on this Agenda. 

 
Members are reminded that, in accordance with the Localism Act 2011, they are required 
to declare any disclosable pecuniary interests which have not already been declared in 
the Council’s Register of Interests. (It is a criminal offence not to declare a disclosable 
pecuniary interest either in the Register or at the meeting.) 
 
Whilst not a legal requirement, in accordance with Council Procedure Rule 10 and in the 
interests of clarity and transparency, Members should declare any disclosable pecuniary 
interests which they have already declared in the Register at this point in the meeting. 
 
In accordance with Part B, Section 2, of the Code of Conduct, Members are required to 
declare the existence and nature of any other interests as defined in paragraphs 8(1) or 
9(2) of the Code of Conduct.  

  
5. Annual Audit Letter - 2013/14 (Pages 1 - 7) 
 
 Report of KPMG  
  
6. Fraud Briefing 2014 (Pages 8 - 20) 
 
 Report of the Audit Commission  
  
7. Internal Audit Monitoring Report (Pages 21 - 27) 
 
 Report of Internal Audit Manager  
  
  



 

  
8. Development of Internal Audit and Assurance (Pages 28 - 39) 
 
 Report of Internal Audit Manager    
  
9. Regulation of Investigatory Powers (RIPA) (Pages 40 - 66) 
 
 Report of Internal Audit Manager  
  
ADMINISTRATIVE ARRANGEMENTS 
 
(i) Membership 

 
 Councillors Malcolm Thomas (Chairman), Geoff Knight (Vice-Chairman), Jon Barry, 

Richard Newman-Thompson, Elizabeth Scott, David Whitaker and Peter Williamson 
 
(ii) Substitute Membership 

 
 Councillors Roger Dennison, Tim Hamilton-Cox, Geoff Marsland, Sylvia Rogerson, 

Roger Sherlock and Susan Sykes 
 
(iii) Queries regarding this Agenda 

 
 Please contact Jane Glenton, Democratic Services - telephone (01524) 582068, or email 

jglenton@lancaster.gov.uk. 
 

(iv) Changes to Membership, substitutions or apologies 
 

 Please contact Members’ Secretary, telephone (01524) 582170, or email 
memberservices@lancaster.gov.uk. 
 

MARK CULLINAN, 
CHIEF EXECUTIVE, 
TOWN HALL, 
DALTON SQUARE, 
LANCASTER, LA1 1PJ 
 
Published on Tuesday, 13 January 2015.   
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AUDIT COMMITTEE  
 

Internal Audit Monitoring Report 
21st January 2015 

 
Report of Internal Audit Manager 

 
 

PURPOSE OF REPORT 
 
To advise Members of the latest monitoring position regarding the 2014/15 Internal Audit 
Plan, seek approval for proposed variations to the plan, and update Members on the results 
of recent audits. 
 

This report is public  

 

RECOMMENDATIONS  

(1) That the current monitoring position is noted. 

(2) That the proposed revisions to the audit plan, as set out in the table in §1.2, are 
approved. 

 (3) That the results of recent audits (sections 2-3 of the report) are noted. 

1.0 Audit Plan Monitoring to 30th December 2014 

1.1 Audit Committee approved the 2014/15 Internal Audit Plan at its meeting on  
18th June 2014 and approved a number of adjustments at its meeting on  
17th September 2014.  This report is based on the monitoring position up to  
30th December 2014 and a detailed monitoring report as at that date is attached as 
Appendix A.  In summary, the position at that date was as shown in the following 
table. 
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1.2 Summary of monitoring position at 30th December 2014 

Area of work 

Resources (audit days) 
Actuals 
to 

30/12/14 

Remain-
ing 

Comm-
itted 

Current 
Plan Variance Proposed 

Plan  

Assurance Work 

Core Financial Systems 21 5 26 50 24 40 
Revenues & Benefits 
Shared Services 46 14 60 60 0 60 

Core Management 
Arrangements 31 9 40 50 10 40 

Risk Based Assurance 
Audits 105 0 105 155 50 125 

Follow-Up Reviews 53 10 63 50 (13) 63 

Sub-Total, Assurance 256 43 299 365 66 328 

 
Consultancy Work 

Support Work 36 8 44 35 (9) 44 
Corporate service review 
work 19 0 19 50 31 19 

Ad-Hoc Advice 56 9 65 80 15 65 

Sub-Total, Consultancy  111 17 128 165 37 128 

 
Other Work 

Other Duties (Non-Audit) 14 5 19 10 (9) 19 

Work for Other Bodies 28 27 55 50 (5) 55 

Audit Management 35 15 50 50 0 50 

Sub-Total, Other Work 77 47 124 110 (14) 124 

 
Contingencies 

Investigations 7 0 7 30 23 7 

General Contingency 0 0 0 20 20 0 

Sub-Total, Contingencies 7 0 7 50 43 7 

 

Total 451 107 558 690 132 587 

 
1.3 The monitoring position takes account of ongoing and planned work commitments.  

This shows that overall, current commitments total 558 days compared with the 
current plan of 690 days, giving an uncommitted resource of 119 days.  This includes 
both the balance of the general contingency of 20 days and the unallocated balance 
of the contingency for investigation work (23 days). 

1.4 The Internal Audit section currently has a vacancy in the Principal Auditor post.  
Proposals relating to developing the Council’s information governance, anti-fraud and 
corporate assurance arrangements, all of which are linked with the Internal Audit 
service are dealt with in a separate report on this agenda. 

Proposals  

1.5 The loss of resources from the post vacancy has been partly mitigated by temporarily 
increasing the Assistant Auditor’s working hours.  Taking account of these factors, 
Internal Audit resources available for the remainder of the year amount to 136 days, 
giving a total for the year of 587. This represents an overall reduction of 103 against 
the current plan.   

1.6 When resource availability is an issue, priority is given to maintaining the programme 
of Assurance Work.  It is therefore proposed that the shortfall is initially met by: 
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• a reduction of 31 days in work supporting the corporate service review 
programme.  There are no current or planned calls on internal audit time to 
support this programme; 

• reduced levels of ad-hoc advice, freeing up 15 days;  

• applying the remaining 20 days of the General Contingency and the 
remaining 23 days in the contingency to cover investigations. 

1.7 Taking account of these adjustments and other variances in the plan, there remains a 
shortfall of 37 days in the Assurance Work programme.  Taken alongside the earlier 
reduction of 15 days, approved by the Committee in September 2014, this represents 
a sizeable change (approximately 14%) in the original plan.  Options available within 
existing staffing budgets, including the engagement of temporary staff, are therefore 
being considered to manage and reduce this impact.   

Work for Other Bodies 

1.8 As previously reported to the Committee, Internal Audit have been providing services 
to the Lake District National Park Authority (LDNPA) for the past two years.  The 
LDNPA has recently completed a tendering exercise and appointed an alternative 
supplier for its future internal audit service.  Given the review being undertaken of 
internal audit and assurance and related functions within the Council and the 
uncertainties that these presented, a decision was taken not to tender for the contract 
on this occasion. 

2.0 Results of Internal Audit Work to 30th December 2014 

2.1 This report covers audit work and reports issued since the last update report to 
Committee on 17th September 2014.  Summary reports have been issued to 
Members for consideration and are also posted on the Council’s Intranet.  The 
reports issued have been: 

Audit Title Report Date Assurance Level 

New Audit Reports 

14/0937 Council Tax 27/11/14 Substantial  
14/0938 Non-Domestic Rates 03/12/14 Substantial  
 

Follow up Reviews 

13/0871 HR System Replacement 16/12/14 Substantial  

13/0877 Corporate Property Related Service 
Contracts 03/12/14 Limited  

13/0895 Trade Waste and Recycling, Bulky Waste and 
Litter Enforcement Fees and Charges 19/11/14 Substantial  

13/0897 CCTV 16/12/14 Limited  

13/0906 Revenues & Benefits Operational Support 03/12/14 Substantial  
14/0916 Fleet Management 12/01/15 Substantial  

14/0922 Salt Ayre Sports Centre – Financial 
Procedures 24/12/14 Limited  

3.0 Matters Arising from Audit Reviews 

3.1 The key conclusions and action points in relation to those reports where a “Limited” 
or “Minimal” assurance opinion has been given are: 
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3.2 13/0877 - Corporate Property Related Service Contracts (Limited) 

Good progress has been made with implementation of the action plan resulting from 
the original review, with all actions agreed being in the process of being 
implemented. Work is ongoing to centralise the management of property related 
service contracts with a view to a more coordinated, corporate approach being 
achieved. A more structured and automated approach to monitoring compliance is 
also being developed. Once these arrangements have been fully implemented a 
substantial level of assurance should be achieved. 

3.3 13/0897 - CCTV (Limited) 

Due to staffing changes in relation to CCTV management, implementation of the 
agreed action plan has been delayed. However, good progress is now being made to 
address the issues identified in the original audit.  Responsible officers have made 
significant headway in bringing themselves up to speed with the requirements of the 
Code of Practice and related legislation. The CCTV Officer Working Group is also 
keen to make the improvements required to ensure that the council is fully compliant 
as necessary. Once the agreed action plan has been fully implemented a substantial 
level of assurance should be achieved. 

3.4 14/0922 - Salt Ayre - Financial Procedures (Limited) 

Good progress has been made to streamline arrangements at SASC and procedures 
and processes have been made more efficient and effective in many of the areas 
identified during the original review. However, stock management arrangements and 
the streamlining of processes relating to the input and authorisation of overtime 
claims are still in the process of being addressed and until this work is complete the 
assurance opinion will remain at limited. 

3.5 Given the current position on each of these three reviews, it is proposed that Internal 
Audit continues to track progress over the coming year and report developments to 
future meetings of the Audit Committee. 

4.0 Details of Consultation 

4.1 Management Team continues to be consulted in developing the plan. 

5.0 Options and Options Analysis (including risk assessment) 

5.1 Regarding the Internal Audit Plan, the options available to the Committee are either 
to approve the proposed changes, which seek to maintain as far as possible the level 
of resources devoted to the provision of assurance, or to propose an alternative 
course of action. 

6.0 Conclusion 

6.1 A significant realignment of remaining plan allocations is required to manage the 
availability and use of internal audit resources over the final quarter of the financial 
year.  Pending the approval and implementation of proposals concerning the future 
structure and remit of internal audit, arrangements are being made to manage the 
plan and associated resources so as to maintain the level of independent assurance 
provided to the Committee and the Council. 
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CONCLUSION OF IMPACT ASSESSMENT 
(including Diversity, Human Rights, Community Safety, Sustainability and Rural 
Proofing) 
 
Not applicable 

FINANCIAL IMPLICATIONS 

None directly arising from this report  

SECTION 151 OFFICER’S COMMENTS 

The Section 151 Officer has been consulted and has no further comments 

LEGAL IMPLICATIONS  

None directly arising from this report 

MONITORING OFFICER’S COMMENTS 

The Monitoring Officer has been consulted and has no further comments 

BACKGROUND PAPERS 

Internal Audit Plan 2014/15 

Contact Officer: Derek Whiteway 
Telephone:  01524 582028 
E-mail: dwhiteway@lancaster.gov.uk 
Ref: aud/comm/audit/150121IAMon 
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Appendix AInternal Audit Annual Plan 2014/15 - Monitoring to 30 December 2014

Work Allocations 

Job No Title

14/0925 Payroll 13 5 18

14/0927 General Ledger Coding 8 0 8

21 5 26 50 24

14/0929 Housing Benefits 2014/15 - Preston CC 5 6 11

14/0930 Council Tax 2014/15 - Preston CC 6 0 6

14/0931 NNDR 2014/15 - Preston CC 13 0 13

14/0932 Operations and Performance 2014/15 - Preston CC 3 2 5

14/0936 Housing Benefits 2014/15 - Lancaster CC 4 5 9

14/0937 Council Tax 2014/15 - Lancaster CC 4 0 4

14/0938 NNDR 2014/15 - Lancaster CC 9 0 9

14/0939 Operations and Performance 2014/15 - Lancaster CC 2 1 3

46 14 60 60 0

13/0871 HR Systems Replacement 1 0 1

13/0903 National Fraud Initiative 2012/13 7 0 7

14/0917 National Fraud Initiative 2014/15 13 9 22

14/0919 Internal Communications 2 0 2

14/0923 Annual Governance Review and Statement 2013/14 8 0 8

31 9 40 50 10

13/0908 Commercial Property Leases and Licences 1 0 1

13/0911 Officer Gifts, Hospitality and Register of Interests 3 0 3

14/0916 Fleet Management 6 0 6

14/0918 Planning - Strategic Housing Market Assessment 29 0 29

14/0920 Council Housing Tenancy Fraud 17 0 17

14/0921 Outdoor Events Management 19 0 19

14/0922 Salt Ayre Sports Centre - Financial Procedures 10 0 10

14/0924 Housing Options and Allocations 20 0 20

105 0 105 155 50

53 15 68 50 -18

256 43 299 365 66

Revenues Shared Service - Financial Systems

Actuals to 
30/12/14

Remaining Committed
Approved 

Plan 
(17/09/14)

Variance
Status at 
30/12/14

1. ASSURANCE WORK

LCC Core Financial Systems

Sub-total - Core Financial Systems

Sub-total - Revenues Shared Services

Core Management Arrangements

Sub-total - Core Management Arrangements

Risk Based Assurance Work Programme

Sub-total - Risk Based Assurance Work

Follow-Up Reviews

SUB-TOTAL - ASSURANCE WORK
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Appendix AInternal Audit Annual Plan 2014/15 - Monitoring to 30 December 2014

Work Allocations 

Job No Title

Actuals to 
30/12/14

Remaining Committed
Approved 

Plan 
(17/09/14)

Variance
Status at 
30/12/14

12/0849 Complaints - Officer Working Group 4 0 4

13/0876 Financial Regulations Review 20 5 25

14/0928 Procurement Strategy Development 6 0 6

14/0509 RIPA Monitoring and Central Register 1 1 2

14/0941 Fuel Cards 5 2 7

36 8 44 35 -9

13/0910 Ordering and Payment Systems Review 5 0 5

14/0934 Business Travel and Transport Review 14 0 14

19 0 19 50 31

56 9 65 80 15

111 17 128 165 37

12/0392 Deputy s151 Officer Duties 14 5 19 10 -9

Audit Work for Other Bodies - LDNPA 28 27 55 50 -5

42 32 74 60 -14

12/0172 Committee Work 12 5 17

12/0189 Audit Planning & Monitoring 23 10 33

35 15 50 50 0

7 0 7 30 23

0 0 0 20 20

7 0 7 50 43

451 107 558 690 132

Support Work (projects and other)

2.  CONSULTANCY WORK

SUB-TOTAL - AUDIT MANAGEMENT

Sub-total - Support Work (projects and other)

Corporate Service Reviews

Sub-total - Corporate Service Reviews

Ad-Hoc Advice

SUB-TOTAL - CONSULTANCY WORK

3.  OTHER

SUB-TOTAL - OTHER

4.  AUDIT MANAGEMENT

TOTALS

Key:            Completed                    In Progress                         Not Yet Started                      Continuous or Multi-Year Activity

                     Carried Forward to 2015/16 Plan                               Abandoned

5.  CONTINGENCIES

Investigations

General Contingency

SUB-TOTAL - CONTINGENCIES
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AUDIT COMMITTEE  
 

Development of Internal Audit and Assurance 
21st January 2015 

 
Report of Internal Audit Manager 

 
 

PURPOSE OF REPORT 
 
To seek the Committee’s support for proposals for strengthening the Council’s information 
governance and other assurance arrangements (covering Information and Communications 
Technology (ICT), information management, corporate anti-fraud and internal audit 
generally) 
 

This report is public  

 

RECOMMENDATIONS  

(1) That the Audit Committee supports proposals for the development of the ICT 
service and the corporate information governance function as outlined in the 
report. 

(2) That Audit Committee supports the setting-up of a corporate anti-fraud team in 
collaboration with Preston City Council and Fylde Borough Council on the 
basis outlined in the report. 

(3) That Audit Committee supports proposals for the development of assurance 
reporting and endorses the proposed widening of the Internal Audit service’s 
remit. 

1 Introduction 

1.1 The Audit Committee’s terms of reference include: 

8.2 To monitor arrangements for discharging the Council’s responsibilities for 
efficient and effective financial and operational resource management...; and 

8.18 To monitor the effective development and operation of risk management and 
corporate governance… 

1.2 As part of the 2014/15 budget, Cabinet supported an outline investment plan and 
associated growth estimated at £120K per year for ICT security and Public Services 
Network (PSN) compliance.  The growth was duly approved at Budget Council on 26 
February 2014, its future use being subject to a further report to Cabinet. 

1.3 Linked to this, the Council’s positioning regarding information governance has been 
commented on in the last two Annual Governance Statements.  The 2013/14 
statement, approved by Audit Committee in September 2014, acknowledged that, 
following a significant body of work surrounding the Public Services Network (PSN), 
further actions were still required “to ensure that the council’s arrangements for 
collecting, storing, using and sharing information are robust and enable the most 
efficient and effective use of that information”. 

1.4 In addition to addressing those needs from both ICT and general information 
governance perspectives, this report takes the opportunity to consider the Council’s 
response to other recent developments regarding anti-fraud arrangements.  
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2 Information Security and Governance 

2.1 Information and Communications Technology (ICT) 

2.2 Sound ICT is essential for effective service delivery and as such, any delays, outages 
or other difficulties in the supply of the ICT service can have significant adverse impact, 
potentially across the whole organisation.  This is recognised, hence the approval of the 
budget growth almost a year ago. 

2.3 In terms of the PSN, after a very difficult exercise under a very stringent regime, 
compliance was first gained in May 2014. Nationally, the arrangements have been the 
subject of criticism, because of inconsistencies in assessment experiences of various 
councils to some degree but more fundamentally, because of an imbalance in the 
absolute need for addressing real and perceived security risks at the expense of 
service provision – with the latter losing out significantly in some cases.  Moreover, 
indications are that it has proved a very expensive exercise for local government as a 
whole.   

2.4 That is not to say that there have been no benefits derived from the experience, 
however.  On a more positive note, the Council does have a far more robust ICT 
network and Officers have already learned much, in getting this far.  It is also apparent 
that Government has recognised councils’ difficulties and it is committed to improving 
arrangements. 

2.5 Unfortunately though, this was not in time to influence the timing of the Council’s 
subsequent PSN assessment, as this still had to be completed and submitted last 
August, only 3 months after gaining the last accreditation.  Once again this tied up 
resources and resulted in additional costs, although by no means to the extent 
experienced on the previous occasion.  Nonetheless, it did result in further delays in 
progressing the more proactive work to develop service restructure proposals for the 
future.  The £120K additional budget available in this year has been spent on putting in 
place infrastructure and interim consultancy support to resolve outstanding tasks from 
the first PSN assessment, as well as dealing with the requirements of the second one. 

2.6 Government’s change in stance has influenced its response to the second assessment, 
however.  Officers have only very recently received any actual feedback; initial 
indications are encouraging and it is hoped that confirmation of compliance will be 
received sometime this month.   

2.7 More specifically, Government has now brought in significant changes for the 
governance for PSN.  For example, it has established a PSN Programme Board to help 
improve the compliance process and capitalise on the opportunities that PSN presents, 
such as supporting the joining up of public services in an efficient and effective manner.  
The Local Government Association (LGA), the public sector based Society of IT 
Management (SOCITM) and other local authority representatives are included on the 
Board.  Furthermore, the Council’s ICT Manager is currently the Regional Chair for 
SOCITM in the North West, which gives a good opportunity to both contribute to and 
keep abreast of future developments. 

2.8 Whilst undertaking the network security remediation work in order to meet PSN 
requirements, it became very clear that ways of working and skills levels within ICT 
required strengthening to meet and keep up to date with industry standards.  
Developing appropriate plans to tackle this takes time, however – especially as day to 
day service provision must continue.  An external company was engaged to undertake 
a skills review, in order to inform restructuring proposals.   
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2.9 As background, the current structure of three teams within ICT, (these being Service 
Desk, Technical Support and Applications Support), has been in place for at least the 
last 15 years.  Staff in each section have to prioritise their work between support and 
development and often, as a result, areas of development including design, testing, and 
hand-over to Service Desk, are sacrificed.  Instead, just trying to get and keep systems 
up and running becomes the priority.  With the focus being on resolving issues that 
arise from this, there has been inadequate time to devote to strategy.  The following 
diagram sums up the service’s way of working, which in the industry is referred to as a 
“circle of too much support”. 

Too much time 
on support

Not enough 
time on design

Straight into 
build

Not enough 
time on testing

Insufficient 
support 

documentation

Too many errors

 
2.10 In short, the key findings of the external review were therefore as expected, in that the 

ICT service is understaffed and under-skilled in critical areas.  Furthermore, the service 
also needs to draw on external support where this is more cost-effective to do so, for 
example in the provision and support for wi-fi and other aspects where 24/7 cover and 
support are needed. 

2.11 To address this position, Cabinet has been asked to approve the development of the 
ICT service and restructuring proposals will be presented to Personnel Committee 
shortly.  In the current climate of rapidly increasing change both from technology and as 
a result of different ways of working brought about by budget pressures, the Council 
needs an ICT service that provides reliable systems, manages a wide variety of 
technologies and is able to plan for and respond to change in an agile manner.  Use of 
the previously approved budget growth will enable this. 

2.12 Information Governance 

2.13 In parallel with addressing ICT related vulnerabilities, it has been acknowledged that 
the Council also needs to develop and improve its standards of information 
governance generally throughout the organisation. 

2.14 The key components of the Council’s current information governance arrangements 
are:  

• Information Management Officer  

• Information Management Group 

• Existing policies and procedures 

• On-line training resources 
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2.15 A self-assessment of the Council’s current position has been carried out using the 
National Archive’s information management self-assessment tool.  A summary chart 
and headline results coming out of this review are set out in Appendix A. 

2.16 The conclusion from this analysis is that corporately, resources and arrangements 
currently devoted to information management are insufficient to address the 
development issues identified in this review and to maintain appropriate standards into 
the future.  Key areas for development are therefore identified as being: 

• Raising understanding of the importance of ‘Knowledge and Information 
Management’ (KIM) 

• Identifying and managing significant information management risks 

• Raising understanding of the information needs of the Council and putting in 
place standards and procedures to ensure these are met 

• Establishing clear roles and responsibilities for information management and 
ensuring that staff and elected Members receive appropriate training, 
guidance and support 

• Developing a culture which ensures a commitment to high standards of 
information management and to identifying and taking advantage of 
information sharing opportunities 

2.17 Given the nature of information developments, particularly those relating to digital 
information and the associated technology, the expectation is that resources will be 
required not just in the immediate term, to address the gaps identified and raise 
standards to an acceptable level, but also to maintain those standards into the future.  
Furthermore, drawing on the arrangements that other local authorities have in place, 
buying in support, either through collaboration with other authorities or from the private 
sectors, is not considered to be a viable, cost effective option, at least for the medium 
to longer term. 

2.18 Accordingly, Cabinet has also been asked to approve the expansion and development 
of the in-house corporate information governance function, with an increase of one 
post being envisaged.  It is proposed that managerial responsibility for Information 
Governance would transfer to Internal Audit.   

3 Corporate Anti-Fraud Arrangements 

3.1 Background 

3.2 The National Fraud Authority (“NFA”) estimates that fraud in local government 
amounts to at least £2.2 billion.  In its publication “Protecting the Public Purse 2013”, 
other than Housing/Council Tax Benefit, the Audit Commission identified a number of  
areas of fraud as being those that local authorities are typically likely to be subject to.   

3.3 The Audit Commission goes on to say:- 

“Councils face reduced funding and new national counter-fraud arrangements. They need to 
assess fraud risks effectively to target resources where they will produce most benefit. They 
should: 

• Maintain their capacity to investigate non-benefit fraud following the introduction of the 
Single Fraud Investigation Service (“SFIS”); 

• Follow the lead of London Boroughs and focus more effort on detecting non-benefit 
fraud, which directly affects their revenue; and 

• Ensure they have the right skills to investigate all types of fraud, which vary in 
complexity.” 
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3.4 The public is entitled to expect the City Council to conduct its business with integrity, 
honesty and transparency and demand the highest standards of conduct from those 
working for it.  Local authorities have a duty to safeguard public funds and take 
responsible steps to ensure this.  If fraud is suspected, authorities are tasked with 
actively investigating allegations. 

3.5 Historically both Lancaster and Preston City Councils have, with great success, 
concentrated their counter fraud work around the prevention and detection of housing 
benefit /council tax benefit related fraud, with occasional cases relating to other 
fraudulent activity or irregularity being referred to the team for further investigation.   

3.6 The DWP contributes financially (through Housing Benefit Administration Grant) to 
facilitate the fraud prevention and detection work directly linked with benefit fraud.  

3.7 Recently, however, Government has confirmed that all Local Authority Fraud 
Investigators will transfer to the Department of Work and Pensions (DWP) in a phased 
process, thus creating a Single Fraud Investigation Service (SFIS).   

3.8 As part of these arrangements, shared service staff currently employed by Preston 
City Council are scheduled to transfer to DWP from 1 June 2015.  This move will result 
in a loss of specialist resources, funding and skills.  At the same time, the Council will 
continue to be required to participate in the National Fraud Initiative (“NFI”). 

3.9 Additionally, the landscape in which the Council operates is changing as a result of: 

• it now being responsible for determining its own Localised Council Tax 
Support (LCTS) Scheme;  

• Business Rates administration changes, with the potential for increased rate 
avoidance tactics and increased local impact; and 

• there being a higher profile regarding fraud and its impact on public funds 
generally, at a time when councils and other public bodies are facing huge 
financial challenges. 

 
3.10 These factors impact directly on the scale and range of risks inherent within the 

Authority and its future capacity and resources.  With all of these issues in mind, there 
is a business need to determine a suitable framework that ensures the Council is still 
reasonably able to prevent fraud from occurring, following the creation of SFIS.  Where 
this is not possible, there should be a systematic and proportionate response, enabling 
the timely and effective detection, investigation and prosecution of fraudsters. 

3.11 Current Position 

3.12 The Council’s Financial Regulations and the Anti-Fraud, Bribery and Corruption Policy 
assigns responsibility for the corporate reporting and investigation of fraud and other 
financial irregularities to the Council’s Internal Audit function.  In recent years, the 
majority of fraud cases detected (other than benefits) have tended to be relatively low 
level theft or other impropriety.  There have been no cases over £10,000 requiring a 
report to the Audit Commission.  

3.13 The existing shared Benefits Fraud Team consists of 10.6 full time equivalent staff 
operating over 3 sites.  It includes counter fraud officers/managers accredited through 
the DWP’s Professionalism in Security (“PinS”) qualification.  In addition several team 
members hold BTEC Professional Certificates in investigation. 

3.14 Proposal 

3.15 Cabinet has been asked to support the setting-up of a corporate anti-fraud team in 
collaboration with Preston City Council and Fylde Borough Council. 

3.16 The scope of this corporate function would include business rates, council tax 
discounts and significantly, council tax support cases, which will not be covered by the 
Single Fraud Investigation Service.   
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3.17 Furthermore, under the Prevention of Social Housing Fraud Act 2013, local authorities 
have been given powers to investigate and prosecute tenancy fraud, providing a 
further opportunity to explore partnership working arrangements in social housing.  
This is relevant to Lancaster in relation to its own Council Housing service and in 
Preston, the Community Gateway Association has expressed an early interest in 
discussing service provision, should a shared Corporate Fraud Team be established. 

3.18 The team would also be tasked to investigate alleged fraud, bribery and corruption by 
any employees, councillors, contractors, consultants, suppliers, service users and 
members of the public who have dealings with the Council.  In summary the section 
will be responsible for: 

• Prevention, detection, investigation and prosecution of all fraud against the 
Council 

• Assisting the HR Team with appropriate disciplinary matters 

• Providing assurance that the risk of fraud is minimised wherever possible 

• Working with Internal Audit on any other matters regarding fraud, bribery and 
corruption risks affecting the Council. 

3.19 If this approach were to go ahead, the team would seek to work closely with other 
interested stakeholders, including Housing Associations and Lancashire County 
Council, to help detect fraud in other prime areas. 

3.20 It is currently envisaged that a new Corporate Fraud Team established on this basis 
would consist of 4 posts.  They would continue to be employed by Preston City Council 
and there would be a further partnership agreement put in place. 

3.21 Where possible, the new Corporate Fraud Team would be staffed from the existing 
shared Benefit Fraud Team, ahead of the transfer to SFIS. 

3.22 There are several options for service location and management, ranging from a virtual 
team located in several places, or a single unit based in one location, or a hybrid 
arrangement.  At this stage, regardless of location, it is proposed that the Corporate 
Fraud Team forms part of Internal Audit resources.  Officers from the partner 
authorities would agree the exact arrangements in due course. 

3.23 Financial Implications 

3.24 In essence, initially the proposed creation of a shared Corporate Fraud Team would be 
funded through redirecting the savings anticipated from the transfer of the bulk of 
benefit anti-fraud work to SFIS, as shown in the table below: 

2015/16 2016/17 2017/18 2018/19 

Savings: £000 £000 £000 £000 
Fraud Staff TUPE – saving in LCC 
contribution to the Shared Service (95) (127) (127) (127) 

Additional Costs 
Contribution to the Corporate Fraud 
Team (approx. 40%) 41 53 53 53 
Administration Grant Reduction - 74 74 74 
Net Cost / (Saving) (54) 0 0 0 

 
3.25 Financial arrangements for sharing/allocating costs and savings would be developed 

further, drawing on the principle that the function should be self-financing, i.e. the 
money the team prevents being lost through fraudulent activity should more than offset 
the cost of running the team. The evaluation of this would be developed and monitored 
on an ongoing basis, to ensure that value for money is being achieved.  At present, the 
proposal does not assume any direct savings from the team’s prevention work. 
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3.26 In addition to the above, Government recently challenged Councils to use innovative 
financial management to tackle fraud.  It set up a £16M funding pot (covering a two 
year period), with the purpose of encouraging bids from local authorities, working in 
partnership, to recoup money owed and tighten safety nets to prevent crime. 

3.27 Preston City Council, with support from its existing local authority fraud partners 
(Lancaster CC & Fylde BC), submitted a successful bid for funds and it has been 
awarded £125,750 to help the partnership establish an investigative capacity over a 2 
year period.  The use of these funds has not yet been determined, but they should also 
mean that additional savings can be gained. 

3.28 Separately, Officers have signed up to Government’s recently announced Fraud and 
Error Reduction Incentive Scheme (FERIS) that runs until the end of 2015/16.  This 
should provide financial rewards for authorities that further tackle fraud and error within 
their housing benefit caseload (rather than corporate fraud).  The resources for 
participating in this will also be managed jointly, through shared arrangements. 

3.29 As indicated earlier, the work of the proposed team will cover both General Fund and 
Housing Revenue Account services and each account will therefore be expected to 
bear an element of the Council’s share of the cost.  It is too early to estimate the level 
of cost likely to fall in each area. 

4 Internal Audit and Assurance 

4.1 Constitutionally, the Audit Committee has delegated responsibility for considering and 
commenting on the adequacy of Internal Audit and options for its delivery.  The current 
structure of the Internal Audit section is as follows: 

Job Type FTE Grade 

Internal Audit Manager 1 8 

Principal Auditor (vacant) 1 5 

Senior Auditor 1 4 

Assistant Auditor 0.8 3 

4.2 The Internal Audit section currently has a vacancy in the post of Principal Auditor; this 
has been held vacant pending the proposals contained in this report and the report to 
Cabinet being developed and considered. 

4.3 Current Position 

4.4 Whilst the Council’s Audit Committee operates substantially in accordance with 
recommended standards as set out by CIPFA1, there is scope to broaden and 
strengthen the committee’s coverage and effectiveness through developing a 
corporate ‘assurance framework’.  Currently, assurance is primarily provided to the 
Committee through audit reports (both Internal and External) and through its scrutiny 
of the production of the financial accounts. 

4.5 The Audit Committee has a key role in considering and understanding what assurance 
is available to support the production of the Annual Governance Statement.  Guidance 
therefore suggests that the Committee should be seeking to ensure that assurance is 
planned and delivered with the following objectives in mind: 

• Clarity of what assurance is required 

• Clear allocation of responsibility for providing assurance activities; 

• Avoiding duplication, bearing in mind the differing objectives of assurance 
activities; 

• Improving the efficiency and cost effectiveness of assurance 

                                                           
1   Audit Committees - Practical Guidance for Local Authorities and Police  (CIPFA, 2013) 
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• Obtaining assurance of appropriate rigour and independence across a range 
of assurance providers. 

4.6 Proposal 

4.7 Having a clear assurance framework in place will support the committee in considering 
the annual review of effectiveness for the AGS and will also support the approval of 
the internal audit risk-based plan, as it enables the committee to identify the extent to 
which it will rely on internal audit for its assurance requirements. 

4.8 The ‘three lines of defence’ model (depicted in the diagram 
below) provides a useful way of outlining an organisation’s 
risk and control environment, and therefore its assurance 
framework.  

 

 

 

 

 

 

 

 

 

 

 

 

 

4.9 The current vacancy within Internal Audit provides an opportunity to review the service 
provided and incorporate a wider ‘assurance’ function into the existing remit of Internal 
Audit.  This would enable Internal Audit to develop and coordinate the identification 
and collation of assurance from across all three levels of the assurance model, with 
particular emphasis on the reporting of assurance to the Audit Committee.   

4.10 Given the corporate nature of the work, specific responsibilities for fulfilling this wider 
role would be attached to the senior members of the team, i.e. the Internal Audit 
Manager and, to a lesser extent, the Principal Auditor.   

4.11 This development would sit readily alongside enhanced roles in relation to corporate 
anti-fraud and information governance, should those particular proposals be taken 
forward.  Given the Internal Audit Manager’s additional managerial commitment 
involved in those proposals, it is proposed that the vacant Principal Auditor post be 
filled and that overall, existing levels of resource in the Internal Audit team are 
maintained. 

4.12 This approach may require some relatively minor changes to job roles within the 
function, but any costs involved would be minor and would be contained within existing 
budgets. 

4.13 Options and Options Analysis 

4.13.1 Option 1.  Retain existing Internal Audit arrangements.  The scope and approach of 
Internal Audit will remain the same;  

1st  -  Business operations 

An established risk and control environment, normal 
management practices and systems 

2nd  -  Oversight functions: 

Finance, Legal, HR, QA, etc  
Strategic management, policy and procedure setting, 
functional oversight 

3rd  -  Independent assurance: 

Internal audit, external audit, other independent sources 
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First Line 
• The first level of the control 

environment is the business 
operations which perform 
day-to-day risk management 
activity 

Second Line 
• Oversight functions such as 

Finance, Legal and HR set 
directions, define policy and 
provide assurance 

Third Line 
• Internal and external audit 

are the third line of defence, 
offering independent 
challenge to the levels of 
assurance provided by 
business operations and 
oversight functions. 
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4.13.2 Option 2.  Develop a more comprehensive corporate approach to assurance through 
extending the remit of Internal Audit. 

 Option 1- retain existing 
arrangements 

Option 2 – incorporate 
responsibilities for coordinating 
assurance into the Internal Audit 

function 
Advantages None identified. An opportunity to develop corporate 

understanding of the Council’s 
sources of assurance and its 
associated organisational 
performance; better value for money 

Greater clarity regarding sources of 
assurance; better able to avoid 
duplication of effort. 

Provides an opportunity for Internal 
Audit plans and work to be more 
focused on significant risk areas. 

Increased scope and effectiveness 
of the Audit Committee in reviewing 
the Council’s governance 
arrangements 

Disadvantages The effectiveness of Internal Audit 
and the Audit Committee do not 
develop. 

Does not fit well with other plans for 
information governance and anti-
fraud arrangements. 

None identified 

Risks Potential for wasted resources / 
duplication of effort through a lack of 
understanding about assurance 

May divert resources away from 
other Internal Audit activity 

4.14 Officer Preferred Option 

4.15 Option 2 is preferred.  As a service to the effective governance and management of 
the organisation, there is clear scope to develop the Council’s systems for the collation 
and evaluation of assurance.  This principle aligns well with the proposed 
developments in information governance and corporate anti-fraud arrangements.   

5 Details of Consultation 

5.1 Where appropriate, consultation has been undertaken with the Council’s partner 
authorities.  Any specific staffing consultation would be undertaken in accordance with 
the Council’s protocols, where the Council is the employing authority 

6 Conclusion 

6.1 Much work has been done to develop proposals that strengthen the Council’s service 
provision and governance arrangements, whilst containing costs within existing budgets 
and/or providing opportunities to secure savings.  Whilst the service areas concerned 
may not necessarily be appreciated directly by the public, nonetheless they are 
essential for effective service delivery, sound governance, and the safeguarding of 
resources.  
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RELATIONSHIP TO POLICY FRAMEWORK 
 
As stated in the Corporate Plan, a key element in ensuring its successful delivery is 
having sound governance arrangements in place.  The proposals also fit with the 
Council’s ethos. 

CONCLUSION OF IMPACT ASSESSMENT 
(including Health & Safety, Equality & Diversity, Human Rights, Community Safety, 
HR, Sustainability and Rural Proofing) 

Any impacts would be addressed through the delivery of particular services. 

LEGAL IMPLICATIONS  
 
Legal Services have been consulted and have no observations to make in respect of the 
proposed anti- fraud provisions and with regards to ICT/Information Management 
proposals they are acceptable subject to appropriate consultation with the affected staff. 
 

FINANCIAL IMPLICATIONS 

As set out in the report. 

In summary, savings of at least £84K would be achieved next year, with the potential for 
this to increase, predominantly through the results of anti-fraud work.  Although savings 
should accrue from such activity in subsequent years, at present, for prudence the 
proposals are assumed to be budget neutral. 

OTHER RESOURCE IMPLICATIONS 

Human Resources/ Information Services / Property / Open Spaces: 

As referred to in the report. 

SECTION 151 OFFICER’S COMMENTS 

The s151 Officer has been consulted and has no further comments. 

MONITORING OFFICER’S COMMENTS 

The Monitoring Officer has been consulted and has no comments to add. 

BACKGROUND PAPERS 

None. 

Contact Officer:  Derek Whiteway 
Telephone:  01524 582028 
E-mail: dwhiteway@lancaster.gov.uk 
Ref: aud/cttee/aud/150121/IAandAssurance 
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AUDIT COMMITTEE  
 

Regulation of Investigatory Powers (RIPA) 
21st January 2015 

 
Report of Internal Audit Manager 

 
 

PURPOSE OF REPORT 
 
To advise Members of the Council’s current position regarding the use of surveillance and of 
the outcome of a recent inspection by the Office of the Surveillance Commissioner.  Also to 
seek Members’ endorsement of the updated RIPA Policy. 
 

This report is public  

 
 
RECOMMENDATIONS 
 
(1) That the report is noted 
 
(2) That the Council’s current RIPA Policy is endorsed. 
 
1.0 Introduction 
 
1.1 Part II of the Regulation of Investigatory Powers Act 2000 (RIPA) governs public 

authorities’ use of covert surveillance and of “covert human intelligence sources” 
(CHIS). 

1.2 The legislation was introduced to ensure that individuals’ rights are protected while 
also ensuring that law enforcement and security agencies have the powers they need 
to do their job effectively. 

1.3 RIPA requires that when a Council undertakes “directed surveillance” or uses a 
CHIS, these activities must be authorised in advance by an officer with delegated 
powers when the relevant criteria are satisfied and, since November 2012 there has 
been an additional requirement for approval by a Justice of the Peace. 

1.4 The Council’s current policy is attached as Appendix A. 

1.5 The Home Office’s recently issued guidance1 reaffirms the recommendation that, to 
attain best practice: 

“…elected members of a local authority should review the authority’s use of the 2000 
Act and set the policy at least once a year. They should also consider internal reports 
on use of the 2000 Act on a regular basis to ensure that it is being used consistently 
with the local authority’s policy and that the policy remains fit for purpose.” 

 

                                                           
1   Guide on Covert Surveillance and Property Interference (2014) 
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2.0 Report 
 

Council Policy and Positioning on Surveillance 
 

2.1 The Council’s policy, entitled “The Regulation of Investigatory Powers Act 2000 – A 
Working Policy” was originally established in 2000 in response to the legislation and 
has undergone minor updates since.  The latest updates have been made to reflect 
changes in the Council’s management structures and the implications of legislative 
changes. 

2.2 The only purpose for which local authorities are able to rely on RIPA is where the 
authorisation is necessary “for the purpose of preventing and detecting crime and 
disorder”.  Additionally, authorisation is now subject to a ‘crime threshold test’ under 
which the crime is punishable by a maximum term of at least 6 months imprisonment. 

2.3 The Council’s “statement of intent” as expressed in the policy is: 

“The Council’s policy and practice in respect of RIPA is to comply fully with the law and 
strike a fair and proportionate balance between the need to carry out covert surveillance 
in the public interest and the protection of an individual’s fundamental right to privacy. 
The Council acknowledges that this policy is very much a living document and will be 
reviewed and updated in line with the best guidance and advice current at the time.” 

Control and Monitoring 
 

2.4 Public bodies are required to formally establish responsibility for approving RIPA 
authorisations and the Council has set this at Chief Officer level, there being no 
downward delegation available. 

2.5 The Chief Officer (Governance) is the Council’s designated “Senior Responsible 
Officer” in relation to RIPA and thereby responsible for the integrity of the Council’s 
processes, compliance with legislation and engagement with the Commissioners and 
inspectors.  The Chief Officer (Governance) is assisted in this role by the Senior 
Solicitor. 

2.6 The Internal Audit Manager performs the role of RIPA Co-ordinator, maintaining the 
required “central record” of authorisations, monitoring the review, renewal and 
cancellation of authorisations and performing a quality control role on the paperwork. 

Recent Activity and Performance 

2.7 The Council has never authorised the use of a CHIS.  Use made of RIPA in recent 
years to authorise directed surveillance is summarised in the following table: 

Purpose of Surveillance 
Number of authorisations 

2009 2010 2011 2012 2013 2014 

Alleged Benefit fraud 1 - - 1 - - 

Alleged noise nuisances – Digital 
Audio Tape (DAT) recording 
equipment used 

2 - - - - - 

Alleged vehicle damage – CCTV 
used. 1 - - - - - 

Internal investigation – suspected 
email abuse 1 - - - - - 

Operation to combat dog fouling - - - 2 - - 

Alleged food standards 
contravention 

- - - - - 1 

Total of Directed Surveillance 
Authorisations 5 0 0 2 0 1 
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2.8 The above table demonstrates that the Council has continued to take a measured 
approach to its use of RIPA. 

Results of Inspections (Office of the Surveillance Commissioner OSC) 

2.9 The Council has now been visited by an Assistant Surveillance Commissioner on five 
occasions since the legislation was introduced, most recently on 26th November 
2014.  A copy of the inspection report is attached as Appendix B. 

2.10 It is pleasing to note the extremely positive tone and content of the report.  The two 
recommendations made in the report have been attended to. 

3.0 Details of Consultation  

3.1 None. 

4.0 Conclusion 

4.1 Given the positive report received from the Assistant Commissioner and the 
continuing limited extent to which the Council engages in surveillance Members are 
asked to note the report and endorse the Council’s RIPA Policy.  

 

 
CONCLUSION OF IMPACT ASSESSMENT 
(including Diversity, Human Rights, Community Safety, Sustainability and Rural 
Proofing) 
 
Not applicable 
 

FINANCIAL IMPLICATIONS 

None directly arising from this report  

SECTION 151 OFFICER’S COMMENTS 
 
The Section 151 Officer has been consulted and has no further comments. 
 

LEGAL IMPLICATIONS  

None arising from the report. 

MONITORING OFFICER’S COMMENTS 
 
The Monitoring Officer has been consulted and has no further comments.  

BACKGROUND PAPERS 

 

Contact Officer: Derek Whiteway 
Telephone:  01524 582028 
E-mail: dwhiteway@lancaster.gov.uk 
Ref: aud/comm/audit/210115RIPA 
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  Appendix A 

Lancaster City Council/Policy on RIPA/301214 1 

 

 

THE REGULATION OF INVESTIGATORY POWERS ACT 2000 –  
 

A WORKING POLICY 
 
 
The Purpose of this Policy 

1. The purpose of this policy is to: 
q explain the provisions of the Regulation of Investigatory Powers Act 2000 

(RIPA); 
q provide guidance and give advice to those Services undertaking covert 

surveillance; and  
q ensure full compliance with RIPA and a Council-wide consistent approach 

to its interpretation and application. 
 
Introduction to RIPA 

2. RIPA came into force on 25th September 2000 to regulate covert 
investigations by a number of bodies, including local authorities. It was 
introduced to ensure that individuals’ rights are protected while also ensuring 
that law enforcement and security agencies have the powers they need to do 
their job effectively. 

 
Lancaster City Council is therefore included within the 2000 Act framework 
with regard to the authorisation of both Directed Surveillance and the use of 
Covert Human Intelligence Sources (CHIS) 
 

3. In summary RIPA requires that when a Council undertakes “directed 
surveillance” or uses a “covert human intelligence source” these activities 
must only be authorised by an officer with delegated powers when the 
relevant criteria are satisfied. In addition, amendments contained in the 
Protection of Freedoms Act 2012, which took effect on the 1st November 
2012, mean that local authority authorisations, and renewals of authorisations 
under RIPA, can only take effect once an order approving the authorisation 
(or renewal) has been granted by a Justice of the Peace (district judge or lay 
magistrate)(JP).   

 
4. Authorisation for both types of surveillance may be granted only where it is 

believed that the authorisation is necessary and the authorised surveillance is 
proportionate to that which is sought to be achieved: 

 
An authorisation may be granted only where the Authorising Officer believes 
that the authorisation is necessary in the circumstances of the particular case: 
 
     “For the purpose of preventing and detecting crime and disorder” 
 

Page 43



  Appendix A 

Lancaster City Council/Policy on RIPA/301214 2 

However, amendments which took effect on the 1st November 2012 mean 
that a local authority may only authorise use of directed surveillance under 
RIPA to prevent or detect criminal offences that are either punishable, 
whether on summary conviction or indictment, by a maximum term of at least 
6 months’ imprisonment or are related to the underage sale of alcohol and 
tobacco.  Local authorities cannot authorise directed surveillance for the 
purpose of preventing disorder unless this involves a criminal offence 
punishable by a maximum term of at least 6 months’ imprisonment.  These 
amendments are referred to as “the crime threshold”. 

 
5. The background to RIPA is the Human Rights Act 1998, which imposes a 

legal duty on public authorities to act compatibly with the European 
Convention on Human Rights (ECHR).  Article 8(1) of the  ECHR gives a right 
to respect for private and family life, the home and correspondence. However, 
this is qualified by Article 8(2) which provides that there shall be no 
interference by a public authority with the exercise of this right except such as 
is in accordance with the law and is necessary in a democratic society in the 
interests of national security, public safety or the economic well-being of the 
country, for the prevention of disorder or crime, for the protection of health or 
morals, or for the protection of the rights and freedoms of others.  RIPA was 
enacted so as to incorporate the provisions of Article 8(2) in English law, and 
to establish a means by which a public authority may interfere with privacy 
rights in accordance with the law.  The objective is to give protection to the 
Council and any officer involved in an investigation.  The scheme of RIPA is 
to state that an authorisation for covert surveillance shall be lawful for all 
purposes, but that such an authorisation may only be granted if the 
authorising officer believes that what is proposed is necessary and 
proportionate (see paragraphs 35 and 36 below).  

 
6. If the authorisation procedures introduced by RIPA are followed, they afford 

protection to the Council and to investigating officers in respect of challenges 
to the admissibility of evidence, claims under the Human Rights Act 1998, 
and complaints to the Local Government Ombudsman or the Investigatory 
Powers Tribunal.  

 
7. The Act is supported by statutory Codes of Practice, the most recent versions 

of which were published in 2014 and are available on the Council’s intranet. 
These are the ‘Covert Surveillance and Property Interference’ Code of 
Practice and the ‘Covert Human Intelligence Sources’ (CHIS) Code of 
Practice. RIPA requires the Council to have regard to the provisions of the 
Codes which are admissible as evidence in criminal and civil proceedings and 
must be taken into account by any court or tribunal. 

 
Office of Surveillance Commissioners 

8. In May 2001 an Inspectorate was formed within the Office of Surveillance 
Commissioners (OSC) to assist the ‘Chief Surveillance Commissioner’ keep 
under review the exercise and performance of the powers and duties 
conferred or imposed by RIPA.  The most recent Procedures and Guidance 
document was issued by the Chief Surveillance Commissioner in December 
2014, and is available on the Council’s intranet. 

 
9. RIPA requires public authorities to disclose or provide to the Chief 

Surveillance Commissioner all such documents and information as he may 
require for the purpose of enabling him to carry out his functions. 
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  Appendix A 

Lancaster City Council/Policy on RIPA/301214 3 

 
Statement of intent 

10. The Council’s policy and practice in respect of RIPA is to comply fully with the 
law and strike a fair and proportionate balance between the need to carry out 
covert surveillance in the public interest and the protection of an individual’s 
fundamental right to privacy. The Council acknowledges that this policy is 
very much a living document and will be reviewed and updated in line with the 
best guidance and advice current at the time. 

 
 

 
 
 

PART 1: AN EXPLANATION OF THE KEY PROVISIONS OF RIPA 
 
What is meant by ‘surveillance’? 

11. ‘Surveillance’ includes: 
 

a) monitoring, observing or listening to persons, their movements, their 
conversations or their other activities or communication; 

 
b) recording anything monitored, observed or listened to in the course of 

surveillance;  and 
 
c) surveillance by or with the assistance of a surveillance device. 

 
When is surveillance ‘covert’? 

12. According to RIPA, surveillance is covert if, and only if, it is carried out in a 
manner that is calculated to ensure that persons who are subject to the 
surveillance are unaware that it is or may be taking place.  If activities are 
open and not hidden from the subjects of an investigation, the 2000 Act 
framework does not apply. 

 
What is ‘directed surveillance’ or when is surveillance ‘directed’? 

13. Surveillance is directed if it is ‘covert’ but not ‘intrusive’ (see below) and is 
undertaken: 
 
a) for the purposes of a specific investigation or a specific operation;  
 
b) in such a manner as is likely to result in the obtaining of private 

information about a person (whether or not that person is specifically 
identified for the purposes of the investigation or operation);  and 

 
c) otherwise than by way of an immediate response to events or 

circumstances the nature of which is such that it would not be 
reasonably practicable for an authorisation to be sought for the 
carrying out of the surveillance. 
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14. Essentially, therefore, directed surveillance is any: 
(1) pre-planned surveillance activity; 
(2) undertaken covertly; 
(3) for the purposes of a specific investigation;  
(4) in such a way that is likely to result in obtaining private information 

about a person.  
 
 
15. Is it for the purposes of a specific investigation or operation? 

 

 For example, are CCTV cameras which are readily visible to anyone walking 
around a Council car park covered? 
The answer is not if their usage is to monitor the general activities of what is 
happening in the car park.  If that usage changes at any time the 2000 Act 
may apply. 
For example, if the CCTV cameras are targeting a particular known individual, 
and are being used in monitoring his activities, that has turned into a specific 
operation which will require authorisation.  

 
16. Is it in such a manner that is likely to result in the obtaining of private 

information about a person? 
 

‘Private information’ in relation to a person, includes any information relating 
to his private or family life.  Private information should be taken generally to 
include any aspect of a person’s private or personal relationship with others, 
including family and professional or business relationships.  Whilst a person 
may have a reduced expectation of privacy when in a public place, covert 
surveillance of that person’s activities in public may still result in the obtaining 
of private information.  This is likely to be the case where that person has a 
reasonable expectation of privacy even though acting in public and where a 
record is being made by a public authority of that person’s activities for future 
consideration. 

If it is likely that observations will not result in the obtaining of private 
information about a person, then it is outside the 2000 Act framework.  
However the use of “test purchasers” may involve the use of covert human 
intelligence sources (see para 92) 

17. ‘Immediate response….’. According to the Covert Surveillance Code of 
Practice, “covert surveillance that is likely to reveal private information about a 
person but is carried out by way of an immediate response to events such 
that it is not  reasonably practicable to obtain an authorisation  under the 2000 
Act would not require a directed surveillance authorisation.” For example, a 
police officer would not require an authorisation to conceal himself and 
observe a suspicious person that he came across in the course of a patrol. 

 
However, if as a result of an immediate response, a specific investigation 
subsequently takes place, that brings it within the 2000 Act framework. 

 
18. What is meant by ‘intrusive surveillance’ or when is surveillance 

‘intrusive’? 
Surveillance  becomes intrusive if the covert surveillance : 
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a) is carried out in relation to anything taking place on any ‘residential 
premises’ or in any ‘private vehicle’;  or a “place for legal 
consultation; and 

 
b)  involves the presence of an individual on the premises or in the 

vehicle or is carried out by means of a surveillance device;  or 
 

c) is carried out by means of a surveillance device in relation to anything 
taking place on any residential premises or in any private vehicle but 
is carried out without that device being present on the premises or in 
the vehicle, and the device is such that it consistently provides 
information of the same quality and detail as might be expected to 
be obtained from a device actually present on the premises or in the 
vehicle. 

 

 The definition of surveillance as intrusive relates to the location of the 
surveillance, and not to other consideration of the nature of the information 
that is expected to be obtained.  Officers of the Council are  unlikely to have 
access to any “place of legal consultation”, but should seek advice from legal 
Services on the detailed definition.   

   
19. ‘Residential premises’ is defined to include any premises that is for the time 

being occupied or used by any person, however temporarily, for residential 
purposes or otherwise as living accommodation. For example, the definition 
includes hotel rooms. It, however, does not include so much of any premises 
as constitutes any common area to which a person is allowed access in 
connection with his use or occupation of any accommodation. For example, a 
hotel lounge. 

 
20. ‘Private vehicle’ means any vehicle which is used primarily for private 

purposes, for example, for family, leisure or domestic purposes. It therefore 
does not include taxis i.e. private hire or hackney carriage vehicles.  

 
Why is it important to distinguish between directed and intrusive surveillance? 

21. It is imperative that officers understand the limits of directed surveillance or, 
put another way, recognise when directed surveillance becomes intrusive 
surveillance because RIPA does not permit local authorities to undertake 
intrusive surveillance in any circumstances. 

 
What is a ‘covert human intelligence source’ (CHIS)? 

22. According to RIPA a person is a CHIS if: 
 

a) he establishes or maintains a personal or other relationship with 
a person for the covert purpose of facilitating the doing of anything 
falling within paragraph b) or c). 

 
b) he covertly uses such a relationship to obtain information or provide 

access to any information to another person;  or 
 
c) he covertly discloses information obtained by the use of such a 

relationship or as a consequence of the existence of such a 
relationship. 
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23. A CHIS is effectively an inside informant or undercover officer, someone who 
develops or maintains their relationship with the surveillance target, having 
the covert purpose of obtaining or accessing information for the investigator.  

 
24. A purpose is covert, in relation to the establishment or maintenance of a 

personal or  other relationship, if and only if the relationship is conducted in a 
manner that is calculated to ensure that one of the parties to the relationship 
is unaware of the purpose. 

 
25. It is not clear whether ‘information’ is restricted to private information in line 

with directed surveillance. The inference is there, but it is not clear. If in doubt, 
the Council’s policy is to obtain an authorisation. 

 
26. RIPA  also makes reference to the use of a CHIS which refers to inducing, 

asking or assisting a person to engage in the conduct of a CHIS, or to obtain 
information by means of the conduct of such a CHIS. 

 
 

PART 2: GENERAL AUTHORISATION REQUIREMENTS  
 
The authorisation requirements 

27. RIPA requires that prior authorisation is obtained by all local authorities using 
directed surveillance and CHIS techniques. 

 
28. The authorising officer must give authorisations in writing and a separate 

authorisation is required for each investigation.  Any authorisation must also 
be approved by an order from a JP.  The application form for such approval is 
available on the Council’s intranet, but advice should be sought from Legal 
Services on making an application for judicial approval. 

 
29. Whilst according to RIPA, a single authorisation may combine two or more 

different authorisations (for example, directed surveillance and CHIS), the 
provisions applicable in the case of each of the authorisations must be 
considered separately. Because combining authorisations may cause 
confusion, officers must use separate forms for different authorisations. 

 
30. The purpose of the authorisation is to comply with the Human Rights Act 

1998 by providing lawful authority to carry out surveillance. This is why an 
authorisation must be obtained where the surveillance is likely to interfere 
with a person’s Article 8 rights to privacy by obtaining private information 
about that person, whether or not that person is the subject of the 
investigation or operation. If the surveillance is then actually carried out in 
accordance with the authorisation, it will  be less open to challenge. 

 
Who can authorise the use of covert surveillance? 

 
31. To give effect to RIPA, (1) Chief Officers have been designated to authorise 

the use of directed surveillance and CHIS techniques in respect of external 
investigations and (2) the Monitoring Officer is authorised to sanction the 
use of such covert surveillance in respect of internal officer/Member 
investigations. Any RIPA authorisation must be approved by an order from a 
JP.  The JP will be provided with a copy of the authorisation, and with a 
partially completed judicial application/order form, which is available on the 
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Council’s intranet.  Advice should be sought from Legal Services, who will 
contact  the court to arrange the hearing date for the application. 

 
32. It should also be noted that in accordance with the relevant Regulations, the 

designation of Chief Officers to sanction the use of RIPA regulated covert 
surveillance extends upwards to the  Chief Executive.  This is in accordance 
also with the Council’s own Constitution.  

 
33. Ideally, authorising officers should not be responsible for authorising their own 

activities i.e. those operations/investigations in which they are directly 
involved. However, the Codes of Practice recognise that this may sometimes 
be unavoidable, especially in the case of small organisations, or where it is 
necessary to act urgently. 

 
Justification for covert surveillance 

34. In order to use covert surveillance (both directed surveillance and a CHIS) 
lawfully the person granting the authorisation (i.e. the authorising officer) will 
have to demonstrate that the surveillance is both ‘necessary’ and 
‘proportionate’ to meet the objective of the prevention or detection of crime 
or of prevention of disorder.  The JP must also be satisfied  that the use of the 
technique is necessary and proportionate.  

 
 
The necessity test 

35. RIPA first requires that the authorising officer must be satisfied that the 
authorisation is necessary, in the circumstances of the particular case, for the 
prevention and detection of crime, or prevention of disorder. This is the only 
statutory ground on which local authorities are now able to carry out directed 
surveillance and use a CHIS. For the purposes of the authorisation of directed 
surveillance, the crime threshold referred to in paragraph 4 above must be 
met.  Covert surveillance cannot be “necessary” unless, in that particular 
case, there is no reasonably available overt method of discovering the 
desired information. 

 
The proportionality test 

36. Then, if the activities are necessary, the authorising officer must be satisfied 
that they are proportionate to what is sought to be achieved by carrying them 
out. This involves balancing the intrusiveness of the activity on the target and 
others who might be affected by it against the need for the activity in 
operational terms. The activity will not be proportionate if it is excessive in 
the circumstances of the case or if the information which is sought could 
reasonably be obtained by other less intrusive means. All such activity 
should be carefully managed to meet the objective in question and must not 
be arbitrary or unfair. 

 
CHIS – additional requirements 

37. In addition, there are further criteria in relation to CHIS authorisations. 
Namely, that specific arrangements exist to ensure that, amongst other 
things, the source is independently managed and supervised, that records are 
kept of the use made of the source, that the source’s identity is protected from 
those who do not need to know it, and that arrangements also exist to satisfy 
such other requirements as may be imposed by an Order made by the 
Secretary of State.  
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38. RIPA provides that an authorising officer must not grant an authorisation for 

the use or conduct of a source unless he believes that arrangements exist 
that satisfy these requirements. In this regard, the particular attention of 
authorising officers is drawn to paragraph 6.14 of the CHIS Code of Practice 
concerning the security and welfare of a CHIS and the need to carry out a 
risk assessment. 

 
39. The Regulation of Investigatory Powers (Source Records) Regulations 

2000 (SI No. 2725) details the particulars that must be included in the records 
relating to each CHIS. The authorising officer should comment on all these 
aspects in his “comments” box, as he may have to justify the fact that he has 
taken account of these requirements and made an appropriate provision to 
comply. 

 
Collateral Intrusion 

40. Before authorising surveillance the authorising officer should also take into 
account the risk of intrusion into the privacy of persons other than those who 
are directly the subjects of the investigation or operation (particularly when 
considering the proportionality of the surveillance). This is referred to as 
collateral inclusion, and the following should be considered:: 

 
I. measures should be taken, wherever practicable, to avoid or minimise 

unnecessary intrusion into the privacy  of those not directly connected 
with the investigation or operation; 

 
II. an application for an authorisation should include an assessment of 

the risk of any collateral intrusion and the authorising officer should 
take this into account, when considering the proportionality of the 
surveillance;  

 
III. those carrying out the surveillance should inform the authorising 

officer if the investigation or operation unexpectedly interferes with the 
privacy of individuals who are not covered by the authorisation; and  

 
IV. when the original authorisation may not be sufficient, consideration 

should be given to whether the authorisation needs to be amended 
and reauthorised or a new authorisation is required.  

 
Local community ‘sensitivities’ 

41. Any person applying for or granting an authorisation will also need to be 
aware of what the Codes of Practice refer to as “any particular sensitivities in 
the local community” where the surveillance is taking place or of similar 
activities being undertaken by other public authorities which could impact on 
the deployment of surveillance. 

 
 

PART 3: DIRECTED SURVEILLANCE AUTHORISATION REQUIREMENTS 
 
Applications for directed surveillance authorisation 

42. Applications for authorisation to carry out directed surveillance must be made 
in writing using the standard Application Form and judicial approval form 
available on the Council’s intranet.  
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Duration of directed surveillance authorisations 

43. A written authorisation granted by an authorising officer, and approved by a 
JP, will cease to have effect (unless renewed) at the end of a period of three 
months beginning with the day on which it took effect. 

 
Reviews of directed surveillance authorisations 

44. Regular reviews of authorisations should be undertaken to assess the need 
for the surveillance to continue. Particular attention is drawn to the need to 
review authorisations frequently where the surveillance provides access to 
‘confidential information’ (see below) or involves collateral intrusion. 

 
45. Authorisations must be reviewed by the authorising officer therefore at least 

monthly using the standard Review Form available on the Council’s intranet 
to ensure that they remain in force only for so long as it is necessary. 

 
Renewals of directed surveillance authorisations 

46. If at any time before an authorisation would cease to have effect, the 
authorising officer considers it necessary for the authorisation to continue for 
the purpose for which it was given, he may renew it in writing for a further 
period of three months using the standard Renewal Form available on the 
Council’s intranet. The same conditions attach to a renewal of surveillance as 
to the original authorisation.  An order from a JP is required for a renewal in 
the same way as for an authorisation. 

 
47. A renewal takes effect at the time at which, or day on which the authorisation 

would have ceased to have effect but for the renewal. An application for 
renewal should not be made until 10 working days before the authorisation 
period is drawing to an end.  However, where renewals are timetabled to fall 
outside of court hours, for example during a holiday period,  care must be 
taken to ensure that  the renewal is completed ahead of the deadline. 

 
48. Any person who would be entitled to grant a new authorisation can renew an 

authorisation, but an order from a JP is also required.. Authorisations may be 
renewed more than once, provided they continue to meet the criteria for 
authorisation. 

 
Cancellation of directed surveillance authorisations 

49. The authorising officer who granted or last renewed the authorisation must 
cancel it using the standard Cancellation Form available on the Council’s 
intranet if he is satisfied that the directed surveillance no longer meets the 
criteria upon which it was authorised. Authorisations should not be allowed to 
simply expire. 

 
50. Where the authorising officer is no longer available, this duty will fall on the 

person who has taken over the role of authorising officer or the person who is 
acting as authorising officer (see the Regulation of Investigatory Powers 
(Cancellation of Authorisations) Order 2000; SI No: 2794). 

 
51. If the authorising officer is on sick or annual leave or is otherwise unable to 

cancel the authorisation for good reason, any other officer designated to grant 
authorisations may cancel the authorisation. 

 

Page 51



  Appendix A 

Lancaster City Council/Policy on RIPA/301214 10 

Ceasing of surveillance activity 

52. As soon as the decision is taken that directed surveillance should be 
discontinued, the instruction must be given to those involved to stop all 
surveillance of the subject(s). The date and time when such an instruction 
was given should be recorded in the notification of cancellation where 
relevant (see standard cancellation form). 

 
Urgent cases   
 
53. A JP may consider an authorisation out of working hours in exceptional 

cases.  This must be arranged through the court, and two completed judicial 
application/order forms must be provided so that one can be retained by the 
JP. 

 
 
 
Confidential information  

54. RIPA does not provide any special protection for ‘confidential information’. 
The Codes of Practice, however, do provide additional safeguards for such 
information. Confidential information consists of matters subject to legal 
privilege; confidential personal information (information relating to the 
physical or mental health or spiritual counselling of a person who can be 
identified from it) or confidential constituent information (relating to 
communications between a Member of Parliament and a constituent in 
respect of constituency matters) or confidential journalistic material 
(material acquired or created for the purposes of journalism and held subject 
to an undertaking to hold it in confidence). Further details about these 
categories of confidential information are set out in the Codes themselves, 
and advice can be obtained from Legal Services.   

 
55. Special care should be taken if there is a likelihood of acquiring any 

confidential information. Such authorisations should only be granted in 
exceptional and compelling circumstances with full regard to the 
proportionality issues such surveillance raises. 

 
56.. In accordance with the provisions of the Code, in cases where through the 

use of the surveillance it is likely that confidential information will be acquired, 
the use of surveillance must be authorised by the Chief Executive.  

 
57. If, exceptionally, any Council investigation is likely to result in the acquisition 

of confidential material, officers are required to obtain the prior approval of 
Legal Services before applying for an authorisation. 

 
58. If confidential material is acquired during the course of an investigation, the 

following general principles apply: 
 

q confidential material should not be retained or copied unless it is necessary 
for a lawful purpose; 

q confidential material should be disseminated only where an officer (having 
sought advice from the Legal Services Manager) is satisfied that it is 
necessary for a lawful purpose; 

q the retention or dissemination of such information should be accompanied by 
a clear warning of its confidential nature.  It should be safeguarded by taking 
reasonable steps to ensure that there is no possibility of it becoming 
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available, or its content being known, to any person whose possession of it 
might prejudice any criminal or civil proceedings related to the information; 
and  

q confidential material should be destroyed as soon as it is no longer necessary 
to retain it for a specified purpose. 

 
 

PART 4: CHIS AUTHORISATION REQUIREMENTS 
 
59. Generally speaking, the authorisation requirements for directed surveillance 

also apply to a CHIS authorisation. There are, however, some variations, and 
the crime threshold as set out in paragraph 4 does not apply to a CHIS 
authorisation. 

 
Duration of CHIS authorisations 

60. A written CHIS authorisation granted by an authorising officer and approved 
by a JP, will cease to have effect (unless renewed) at the end of a period of 
twelve months beginning with the day on which it took effect. 

 
Renewal of CHIS authorisations 

61. An authorising officer may renew a CHIS authorisation in writing for a further 
period of twelve months.  This is subject to approval from a JP. 

 
62. The same conditions attach to a renewal of surveillance as to the original 

authorisation. However, before renewing an authorisation for the use or 
conduct of a CHIS, officers are required to carry out a review of the use made 
of that source, the tasks given to that source and the information so obtained. 

 
CHIS forms 

63. Standard CHIS Application; Review; Renewal, and Cancellation Forms, 
and the Judicial Approval form  are available on the Council’s intranet. 
Officers are required to use these forms in the appropriate circumstances. 

 
Vulnerable individuals 

64. In accordance with the CHIS Code of Practice, a ‘vulnerable person’ should  
only be authorised to act as a CHIS in the most exceptional circumstances 
and must be authorised by the Chief Executive.  Legal advice should always 
be sought.  A  ‘vulnerable individual’ is a person who is or may be in need of 
community care services by reason of mental or other disability, age or illness 
and who is or may be unable to take care of himself, or unable to protect 
himself against significant harm or exploitation.  

 
Juvenile sources 

65. Special safeguards also apply to the use or conduct of juvenile sources; that 
is sources under the age of 18 years. Legal advice should always be sought.  
On no occasion should the use or conduct of a CHIS under 16 years of age 
be authorised to give information against his parents or any person who has 
parental responsibility for him. In other cases, authorisations should not be 
granted unless the special provisions contained within The Regulation of 
Investigatory Powers (Juveniles) Order 2000 (SI No. 2793) are satisfied. 
Authorisations for juvenile sources must be authorised by the Chief 
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Executive  The duration of such an authorisation is one month only instead 
of the usual twelve months. 

 
 

PART 5: OTHER AUTHORISATION REQUIREMENTS 
 
Central Record of all authorisations 

66. The Codes of Practice provide that a centrally retrievable record of all 
authorisations should be held by each public authority and regularly updated 
whenever an authorisation is granted, reviewed, renewed or cancelled. The 
record should be made available to the relevant Commissioner or an 
Inspector from the Office of Surveillance Commissioners (OSC), upon 
request. These records will be retained for a period of at least three years 
from the ending of the authorisation and will comprise of the information 
prescribed in the Codes. 

 
67 The Council will also maintain a record of specified documentation relating to 

authorisations as further required by the Codes. 
 
68 To give effect to these requirements Internal Audit have set up, and will   

maintain, a central recording and monitoring system. Authorising officers 
are required to e-mail all completed RIPA forms to Internal Audit within 
two working days of the grant; review; renewal; or cancellation of the 
authorisation so that the Council’s central recording and monitoring systems 
can be kept up to date. Authorising officers are also required to send a 
copy of all RIPA forms to the Head of Governance, as Monitoring Officer 
so that a central register of RIPA forms can be maintained. 

 
69. Authorising officers should however ensure that original RIPA forms are kept 

on the investigation case file and stored securely. 
 
70 To assist Services, Internal Audit has set up an e-mail alert facility for 

authorisations. That is, Internal Audit will e-mail authorising officers 14 days 
before an authorisation is due to expire reminding them to either renew the 
authorisation if it is necessary for the surveillance to continue or to cancel the 
authorisation by completing the appropriate form. 

 
71 In addition, the Monitoring Officer will receive periodic status reports from 

Internal Audit to enable her to be satisfied that RIPA authorisation 
requirements are being complied with.  

 
Retention and destruction of the product of surveillance 

72 Where the product of surveillance could be relevant to pending or future 
criminal or civil proceedings, it should be retained in accordance with 
established disclosure requirements for a suitable period, commensurate to 
any subsequent review. 

 
73 The Codes of Practice draw particular attention to the requirements of the 

code of practice issued under the Criminal Procedure and Investigations 
Act 1996. This requires that material which is obtained in the course of a 
criminal investigation and which may be relevant to the investigation must be 
recorded and retained. 
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74 Where material is obtained by surveillance, which is wholly unrelated to a 
criminal or other investigation or to any person who is the subject of the 
investigation, and there is no reason to believe it will be relevant to future civil 
or criminal proceedings, it should be destroyed immediately.  Consideration 
of whether or not unrelated material should be destroyed is the responsibility 
of the authorising officer. 

 
75. There is nothing in RIPA which prevents material obtained from properly 

authorised surveillance from being used in other investigations. Each Service 
must ensure that arrangements are in place for the handling, storage and 
destruction of material obtained through the use of covert surveillance. 
Authorising officers must ensure compliance with the appropriate data 
protection requirements relating to the handling and storage of material. 

 
Acting on behalf of another 

76 In cases where one agency is acting on behalf of another, it is usually for the 
tasking agency to obtain or provide the authorisation. For example, where 
surveillance is carried out by the Police with the use of the Council’s CCTV 
systems, an authorisation must be obtained by the Police.  

 
 

PART 6: PRACTICAL APPLICATION OF RIPA 
 
Who is affected by RIPA? 

77. As the Council has already recognised in respect of the application of the 
Human Rights Act 1998, RIPA will impact on the enforcement activities of all 
the Council’s regulatory Services, but, in the case of authorisations for 
directed surveillance, the crime threshold referred to in paragraph 4 must be 
met.   This means that directed surveillance will no longer be able to be used 
in some investigations where it was previously authorised, eg dog fouling.  
However, this does not mean that it will not be possible to investigate these 
matters with a view to stopping offending behaviour.   Routine patrols, 
observation at trouble “hotspots”, immediate response to events and overt 
use of CCTV are all techniques which do not require RIPA authorisation. 

 
 A public authority may only engage RIPA when in performance of its “core 

functions ” in contrast to the “ordinary functions” which are undertaken by all 
authorities (eg employment and contractual matters).  Accordingly, the 
disciplining of an employee is not a core function, although related criminal 
investigations may be. 

 
‘general observation vs. ‘systematic surveillance’  

78. According to the Covert Surveillance Code of Practice “General observation 
duties of many law enforcement officers and other public authorities do not 
require authorisation under the 2000 Act”. For example, police officers will be 
on patrol to prevent and detect crime, maintain public safety and prevent 
disorder or trading standards or HM Customs and Excise officers might 
covertly observe and then visit a shop as part of their enforcement function to 
verify the supply or level of supply of goods or services that may be liable to a 
restriction or tax. Such observation may involve the use of equipment to 
merely reinforce normal sensory perception, such as binoculars, or the use of 
cameras, where this does not involve systematic surveillance of an individual. 
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79. The clear view expressed therefore is that usually low-level activity such as 
general observation will not be regulated under the provisions of RIPA 
provided it does not involve the systematic surveillance of an individual. That 
said, the determination of what constitutes ‘general observation’ on the one 
hand and ‘systematic surveillance’ on the other is a question of fact, the 
determination of which is not always straightforward and depends on the 
particular circumstances of an individual case. 

 
80. In practice, the issue will turn on whether the covert surveillance is likely to 

result in obtaining any information in relation to a person's private or family 
life, whether or not that person is the target of the investigation or operation. If 
in doubt you are strongly recommended to obtain an authorisation. 

 
‘covert’ vs. ‘overt’ surveillance  

81. In accordance with the Council’s usual practice, wherever possible and 
appropriate Services should give advance warning of their intention to carry 
out surveillance. This is because the provisions of RIPA regulate the use of 
covert surveillance only. In some cases a written warning may itself serve to 
prevent the wrongdoing complained of. 

 
82. However, in order to properly put a person on notice that he is or may be the 

subject of surveillance, the notification letter must be couched in sufficiently 
precise terms so that he knows what form the surveillance will take (i.e. 
record of noise; photographs etc.). In fact, in line with directed surveillance 
requirements, notification letters should state how long the surveillance is 
likely to last (which should not be longer than three months); the necessity for 
the surveillance should be reviewed at least monthly; if it is necessary to 
continue the surveillance beyond the initial specified period a renewal letter 
should be sent to the ‘noisy’ neighbour, for example, and he should be 
informed when the surveillance has ceased.  

 
83. It is also important to instruct the investigating officer not to exceed the limits 

of the ‘surveillance’ he has been asked to carry out. 
 
84. Whilst it is accepted that the definition of ‘covert’ set out in RIPA could be 

interpreted very broadly, it is suggested that whether the surveillance activity 
is covert or not depends on the investigator’s intention and conduct. If there is 
some element of secrecy or concealment the activity is likely to be covert.  

 
85. Wherever possible or appropriate, officers should be open; obvious and 

overt. 
 
CCTV 

86 Overt CCTV systems used for general purposes are not usually regulated by 
RIPA (but CCTV in general is regulated by the Data Protection Act 1998 and 
the CCTV Code of Practice issued by the Office of the Information 
Commissioner). If, however, CCTV systems are used to track individuals or 
specific locations and the surveillance is pre-planned (i.e. not an immediate 
response to events or circumstances which by their very nature, could not 
have been foreseen) a directed surveillance authorisation must be obtained.  

 
Recognising a CHIS 
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87.. The provisions of RIPA are not intended to apply in circumstances where 
members of the public volunteer information to the police or other authorities, 
as part of their normal civic duties, or to contact numbers set up to receive 
information (such as Crimestoppers, Customs Confidential, the Anti Terrorist 
Hotline, or the Security Service Public Telephone Number). Members of the 
public acting in this way would not generally be regarded as sources. 

 
88. However, when an informant gives repeat information about a suspect or 

about a family, and it becomes apparent that the informant  may be obtaining 
the information in the course of a family or neighbourhood relationship, this 
probably means that the informant is a CHIS, to whom a duty of care is owed 
if the information is then used, even though he or she has not been tasked by 
the authority to obtain information on its behalf.  

 
89 The use of professional witnesses to obtain information and evidence is 

clearly covered.  
 
“…..establishing or maintaining a personal or other relationship……” 

90 Whilst the meaning of “...establishing or maintaining a personal or other 
relationship…” is not clear and is open to interpretation, it is suggested that 
there has to be some measure of intimacy beyond the ordinary conversation. 
Only if an officer, for example, establishes some measure of trust and 
confidence with the person who is the subject of the surveillance will he be 
establishing or maintaining a personal or other relationship. 

 
91 Usually a simple enquiry or a request for general information (i.e. a request 

for information which would be supplied to any member of the public who 
enquired) not obtained under false pretences is not likely to be regulated by 
RIPA. 

 
Simple test purchase transactions 

92. Whether or not test purchase transactions are regulated by RIPA depends on 
the circumstances and in particular the conduct of the person carrying out the 
surveillance. Usually simple covert test purchase transactions carried out 
under existing statutory powers where the officer involved does not establish 
a personal or other relationship will not require a CHIS authorisation.  

 
93. Officers should, however, be wary of the law on ‘entrapment’. Whereas 

officers can in appropriate circumstances, present a seller or supplier, for 
example, an opportunity which he could act upon, officers cannot ‘incite’ the 
commission of an offence i.e. encourage, persuade or pressurise someone to 
commit an offence.  

 
Use of DAT recorders 

94. If it is appropriate to do so, Environmental Health officers, and to a much 
lesser extent Council Housing officers, use a  recorder to monitor noise levels 
(usually at residential premises) following noise nuisance complaints. Whilst 
the recorder is installed by officers, the complainant decides when to switch 
the recorder on and off.  

 
95. The covert recording of suspected noise nuisance where the intention is only 

to record excessive noise levels from adjoining premises, and the recording 
device is calibrated to record only excessive noise levels, may not require an 
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authorisation, as the perpetrator would normally be regarded as having 
forfeited any claim to privacy   

 
96. That said, a Digital Audio Tape (DAT) recorder is a sophisticated piece of 

monitoring equipment and if used covertly may constitute directed 
surveillance. In general, a letter is sent to the person who is to be the subject 
of the surveillance, and this should mean that subsequent surveillance is 
overt, and an authorisation will not as a matter of  course be required.  
However, if there is any doubt as to whether surveillance is covert, eg if any 
longer than a few weeks has passed since the alleged perpetrator was 
informed that monitoring might be carried out, and if it is likely that private 
information will be obtained, then an authorisation should be sought.    

 
RIPA forms 

97. It is imperative that RIPA forms are completed in full whenever RIPA 
regulated surveillance activity is planned. The information given must be 
specific and detailed; must relate to the particular facts of an individual case 
(i.e. avoid standard wording if at all possible) and must demonstrate that a 
proper risk assessment has been carried out.  Both those who apply for an 
authorisation and the Authorising Officer should refer to this policy and to the 
relevant Code of Practice in completing the relevant form, 

 
Role of Chief Officers/Authoring Officers 

98. Chief Officers in particular must recognise that RIPA imposes new and 
important obligations on those Services affected by RIPA.  

 
99. Authorising officers are required to ask themselves: “Have I got sufficient 

information to make an informed decision as to whether or not to authorise 
surveillance activity on the particular facts of this case?” 

 
100. Authorising officers must be satisfied that there are adequate checks in place 

to ensure that the surveillance carried out is in line with what has been 
authorised. Such monitoring should be properly documented as well as the 
decision making process in general. 

 
101. Officers are strongly recommended to read this policy in conjunction with the 

Covert Surveillance and CHIS Codes of Practice which provide 
supplementary guidance. 

 
102 If the surveillance is not properly authorised, the protection offered by RIPA  

will be lost. 
 
How to access RIPA documents? 

103. RIPA itself; explanatory notes to RIPA, the Covert Surveillance and CHIS 
Codes of Practice; RIPA statutory instruments and other RIPA documents are 
available on the Home Office web-site:  

 www.homeoffice.gov.uk/counter-terrorism/regulation-investigatory-powers/. 
 
104. Relevant RIPA documents as well as this policy and the Council’s standard 

forms have also been posted on the Council’s intranet. 
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